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How OneTrust Helps with Thailand'’s
Personal Data Protection Act (PDPA)

OneTrusfor the PDPA

By leveragin@dneTrust organizations can measure their
current standing and build an infrastructure to adhere to
PDPA compliance standards. Businesses can support and
uphold data subject rights from the collection of valid
consent to the fulfillment of data subject reques@neTrust
tools allow organizations to implement privacy by design
solutions to automate compliance efforts and build privacy
into products, into products and processes.
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OneTrust

PRIVACY, SECURITY & TRUST

THE WORLD'S #1 MOST WIDELY
USED PLATFORM TO MANAGE

Operationalize CCPA, GDPR, LGPD
ISO 27001/27701, NIST and

100s of the World’'s Privacy, Security
and Compliance Laws and Frameworks

5 | Copynght © 2019 OneTrust LLC

5,000 CUSTOMERS

BOTH BIG AND SMALL COMPANIES
100 COUNTRIES | 6 CONTINENTS

1,500 EMPLOYEES

40% IN PRODUCT R&D

GLOBAL SCALABILITY
10 GLOBAL LOCATIONS | 100 LANGUAGES

Atlanta & London Co-headquarters

Bangalore | San Francisco | Melbourne
New York | Munich | Hong Kong | Bangkok | Sdo Paulo

OneTrust Privacy
PRIVACY MANAGEMENT SOFTWARE



5,000 Customers — Big & Small — Across 100 Countries

©

30% of the
Global 2000

World's 8 Largest

Technology Companies

Top 3 Largest
Healthcare Companies

3 of the Big 4
Accounting Firms

9 | Copyright © 2020 OneTrust LLC

45% of the
Fortune 500

World's Largest &
7 of the Top 10
Severage Companies

7 of the Top 8 Global
Car Manufacturers

S

4 of the Top 5
Global Advertisers

World's 3 Largest
Hotel Companies

G

0

World's 4 Largest
Consulting Firms

5 of the Top 10
Aerospace Companies

3 of the Top 4
Financial Services Companies

e

World's 4 Largest
Pharma Companies

9 of the Top 10
Highest Grossing
Global Law Firms

3 of the Top 5
Insurance Companies

7 of the Top 10
CPG Companies

World's Top 4
Publishers

World's4 Largest
Retailers

&

World's Largest
Airline

4 of the Top 8 Global
Logistics Companies

OneTrust Privacy

PRIVACY MAMAGEMENT SOFTWARE




OneTrust Privacy
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Strong
Challengers Contenders Performers Leaders

ONETRUST NAMED A LEADER

'

Due to the richness of the product features, a
stream of continuous innovation, and the
ability to customize the offering to specific e 5, (5 o

DataGrail -

customer needs, OneTrust maintains its R —

LogicManagar -

leadership position in this market.

Privacy Company -

Weaker
currant
aflaring

The Forrester Wave™: B S
Privacy Management Software, Q1 2020 skt prserc

Forrester Wave: Privacy Management Software, Q1 2020, Forrester Research, Inc, March 30, 2020
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Forrester Research, Inc. The Forrester Wave™ js a graphical representation of Forrester’s call on a marketand s plotted

using a detailfed spreadsheetwith exposed scores, weightings, and comments. Forresterdoes not endorse any vendor, .

product, or service depicted in the Forrester Wave™ _ Information is based on best available resources. Opinions reflect 0 neTru St P riva CV
PRIVACY MANAGEMENT SOFTWARE

judgmentatthe time and are subjectto change.



OneTrust Vendorpedia™ e (Garther

Sorted alphabetically

THIRD-PARTY RISK SOFTWARE s of 29 February 2020
Low Review Coverage I High Review Coverage
L Customers’ Choice
Process Unity &) BitSight
SecurityScorecard %) OneTrust
UpGuard

NAMED A

2020 GARTNER PEER INSIGHTS
CUSTOMERS’ CHOICE

Implementation was easy, customer g ;r
support and product development has ' Ve
been first class. Have a go with it. You

will be blown away by its flexibility and

how you could use it more widely.

CISO, Financial Services Industry, $500M-1B

The Gartner Peer Insights Customers’ Choice badge is a trademark and service mark of Gartner, Inc., and/or its affiliates, andis
used hereinwith permission. All ights resenved. Gartner Peer Insights Customers’ Choice constitute the subjective opinions of

individual end-user reviews, ratings, and data applied against a documented methodology; they neither represent the views of,
OneTrust Prwacy

nor constitute an endorsement by, Gartner or its affiliates.
PRIVAGY MANAGEMENT SOFTW
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Deployment Flexibility in Cloud or On Premises

E*E

D

Future-Proof :
Cloud Easily Migrate & Port On Premises
Choice of EU, UK, Data if Change Happens In Your Data Center

US, ANZ, Asia

OneTrust Privacy

22 | Copynght ®2020 Orelrust LLC . DRVAGY MANAGEMENT SOFTWARE




Modular Solutions to Grow as Your Program Matures

PRIVACY
MANAGEMENT

PIA & DPIA Automation

Plas, DPIAs, Risk Assessments

Data Mapping

Discovery | ROPA | Inventory

Vendor Risk Management
Assessments, Contracts, DPAs

Incident Response

300+ Indexed Breach Laws

DATA
GOVERNANCE

Data Catalog
Business Metadata Search

Data Governance
Glossary, Dictionary, Policy

Data Lineage
Track Data Lifecycle

Data Retention & Deletion
Define & Enforce Policies

Privacy by Design
Integrated PbD Workflows

Privacy Rights (DSAR)

Automate Intake & Fulfillme

CCPA Toll Free #

> Intake Consumer Requests

Policy & Notice
Centrally Manage & Host

DATA
DISCOVERY

Cloud Data Discovery
Hosted in OT Cloud

Enterprise Data Discovery
Hosted in Customer Env.

DSAR Robotic Automation
Consolidate, Delete, Update

RESEARCH THIRD-PARTY

& READINESS

DataGuidance Research
Same-Day Regulatory Alerts

Assessment Exchange

Pre-Completed Questionnaires

Chasing Services
Assessments As a Service

Maturity & Benchmarking
Report & Benchmark Progress

Auto-Completion
For Inbound Assessments

OVER 60,000
VENDORS

Awareness Training
Employee eLearning

40 IN-HOUSE EXPERTS
500 CONTRIBUTORS

GOVERNANCE, RISK
& COMPLIANCE (GRC)

IT & Security Risk
Cyber & Digital Risk & Controls

Incident Management
Intake & Lifecycle Management

Enterprise & Operational Risk
Business & Reputation Insights

Compliance Management
Address Regulatory Change

Audit Management Business Continuity
Streamline Audit Operation Y Plan for Business Disruptions

Policy Management

Third Party Risk
Regulatory & Corporate

Manage The Vendor Lifecycle

RISK EXCHANGE

Preference Management

CONSENT & PREFERENCES

Universal Consent
Collect, Manage & Sync

Manage User Preferences

Cookie Compliance OTT Compliance
Website Scanning & Consent Connected Device Consent

CMP for Publishers
#1 1AB TCF CMP

Mobile App Compliance
App 5canning & Consent

ETHICS &
COMPLIANCE

Third-Party Diligence
Vendor Ethics, Compliance Risk

Whistleblower Hotline
Secure Reporting Hotline

Incident & Case Management COl & Disclosures
Anonymous Case Management Conflict of Interest & Gifts

Code of Conduct & Policy Data Ethics
Centrally Manage & Attest

Manage Data Ethics Risk




Modular Solutions to Grow as Your Program Matures

PRIVACY
MANAGEMENT

PIA & DPIA Automation
PlAs, DPIAs, Risk Assessments

Data Mapping
Discovery | ROPA | Inventory

Vendor Risk Management
Assessments, Contracts, DPAs

Incident Response
300+ Indexed Breach Laws

DATA
GOVERNANCE

Data Catalog
Business Metadata Search

Data Governance
Glossary, Dictionary, Policy

Data Lineage
Track Data Lifecycle

Data Retention & Deletion
Define & Enforce Policies

Privacy by Design
Integrated PbD Workflows

Privacy Rights (DSAR)

Automate Intake & Fulfillme

CCPA Toll Free #
Intake Consumer Requests

Policy & Notice
Centrally Manage & Host

DATA
DISCOVERY

Cloud Data Discovery
Hosted in OT Cloud

Enterprise Data Discovery
Hosted in Customer Env.

DSAR Robotic Automation
Consolidate, Delete, Update

RESEARCH
& READINESS

DataGuidance Research
Same-Day Regulatory Alerts

Maturity & Benchmarking
Report & Benchmark Progress

Awareness Training
Employee eLearning

40 IN-HOUSE EXPERTS
500 CONTRIBUTORS

THIRD-PARTY

RISK EXCHANGE

Assessment Exchange
Pre-Completed Questionnaires

Chasing Services
Assessments As a Service

Auto-Completion
For Inbound Assessments

OVER 60,000
VENDORS

GOVERNANCE, RISK
& COMPL IANCE (GRC)

IT & Security Risk
Cyber & Digital Risk & Controls

Enterprise & Operational Risk
Business & Reputation Insights

Audit Management
Streamline Audit Operation

Policy Management
Regulatory & Corporate

Incident Management
Intake & Lifecycle Management

Compliance Management
Address Regulatory Change

Business Continuity
Plan for Business Disruptions

Third Party Risk
Manage The Vendor Lifecycle

CONSENT & PREFERENCES

Preference Management
Manage User Preferences

Cookie Compliance
Website Scanning & Consent

Universal Consent
Collect, Manage & Sync

OTT Compliance
Connected Device Consent

CMP for Publishers
#1 IABTCFCMP

Mobile App Compliance
App Scanning & Consent |

ETHICS &
COMPLIANCE

Whistleblower Hotline
Secure Reporting Hotline

Third-Party Diligence
Vendor Ethics, Compliance Risk

COIl & Disclosures
Conflict of Interest & Gifts

Incident & Case Management
Anonymous Case Management

Data Ethics
Manage Data Ethics Risk

Code of Conduct & Policy
Centrally Manage & Attest
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Cookie Compliance
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V Zentoso FINANCIAL GOAL PLANNING OUR STORIES

§

Request a Consultation

Explore Your
Financial
Opportunities

Full Name

Advice on investment stratégies and opportunities Phone Number (optional)
Details on how to get startedwith Zentoso banking
Information about the Zentoso Rewards credit card C] Yes, | would like to be contacted by a Zentoso financial consultant.

Guidance regarding home and business loans

Optional Marketing Communications

Yes, | would like to receive communications via a weekly email
about the following topics. You can update your preferences at any
time.

D Product Updates D Promotions [:] Rewards Program

SUBMIT REQUEST

Website without Cookie Banner



Dashboards
Websites
Mobile Apps
OTT Apps
Cookiepedia
Categorizations
f' Setup
Setup Wizard
Geolocation Rules
Templates
Vendors
#» Integration
Scripts

SDKs

Show | All Scans Summary

o
Tracking Technology
Total 154
® HTML_STORAGE 13
® COOKIE 37
® TAG 104

@ What this means
Cookies

)

Total

35

@ Strictly Necessary Cookies 2

® Performance Cookies

@ Functional Cookies

® Targeting Cookies
Unknown

5
3
23
2

Scan Results
1

Branding Login Settings

O What this means

Tags

Total 194
® Script 70
® Iframe 20
@® WebBeacon 8
® Image 96

Scan Website

@ \What this means
Forms

Total

©® PERSONAL
® NOTPERSONAL

30

22

Scan Now

Pages

Recategorization

Export




V Zentoso FINANCIAL GOAL PLANNING  OUR STORIES

{

Request a Consultation

Explore Your
Financial
Opportunities

Full Name

Advice on investment Strategies and opportunities Phone Number (optional)

Details on how to get started with Zentoso banking

b £ Al . SNSRI ... . 1. K ..

By clicking “Allow All”, you agree to the storing of cookies on your device to enhance site navigation, analyze site

e - - Disable All Allow All
usage, and assist in our marketing efforts.

Website withOnetrustCookie Banner



@ Zentoso

Z
Privacy Preference Center

When you visit any website, it may store or retrieve information
on your browser, mostly in the form of cookies. This information
might be about you, your preferences or your device and is
mostly used to make the site work as you expect it to. The
information does not usually directly identify you, but it can give
you a more personalized web experience. Because we respect
your right to privacy, you can choose not to allow some types of
cookies. Click on the different category headings to find out more
and change our default settings. However, blocking some types of
cookies may impact your experience of the site and the services
we are able to offer. More information

Manage Consent Preferences

Strictly Necessary Cookies Always Active b

Performance Cookies ‘

Cookie Preference: Provide transparency and control



Dashboard
Report
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Mobile App Compliance
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Apply to Your Mobile Apps

Some important information
about how we use your data

We use your information and data to
optimize our service and provide you the
best possible news experience.

Please tap Accept and Continue if you
agree to allow CNN to use data from your
device to analyze and measure how you
use the app, to make personalised content
recommendations, and to serve more
relevant advertising.

If you would like more information about
how we use your data, or to review and
modify your data settings, please tap
Manage Data Settings.

Manage Data Settings

Accept and Continue

9:44 4
< App Store

<

About Your Privacy

Personalisation Data

We use this information to remember
choices you have made and to provide
personalised content recommendations,
notifications, and breaking news alerts,
Third Party Vendors

Advertising Data _.L_

We use this information to limit the number
of times you see an advertisement, to
customize advertising from CNN and from
third parties across our services, to make
advertising more relevant to you, to allow
us to measure the effectiveness of
advertising campaigns, and to track
whether ads have been properly displayed.
Third Party Vendors

9:44 4
< App Store

<

About Your Privacy

Send Notifications about Changes |
to Preferences

Opting out will stop notifications
acknowledging consent or changing
consent preferences from heing sent. Does
not impact notices which request
confirmation of consent.

Performance Data L/,

We use your information to analyze how
you use the app. For instance, data on
which pages you visit most often may be
used in order to provide a better user
experience.

Third Party Vendors

9:434
< App Store

<

Agree to privacy policy and
terms of service

See Privacy Policy

See Terms of Service

Accept and Save Settings

OneTrust Privacy

PRIVACY MANAGEMENT SOFTWARE



Universal Consent
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Multi-Channel Data Collection From Your Consumers

PROGRESSIVE PROFILING | UNDERSTAND MORE ABOUT YOUR AUDIENCE | SEGMENT & PERSONALIZE CONTENT

DATA COLLECTION POINTS

CONTACT DETAILS | JOB TITLE | INDUSTRY
SALES & MARKETING OPT-INS | SUBSCRIPTIONS | CHANNEL PREFERENCES

<
<
<

_________________________________________________________________________



UMIVERSAL CONSENT &
PREFEREMCE
MAMNAGEMENT

& Dashboard

= Collection Points

il Reporting
Consumers
Linked Identities
Receipts
Transactions
& Setup
Purposes

Topics

Data Elements

Consent Settings

OneTrust

Collection Point Types

Collection Point Types

Select Collection Point Type

A Collection Point is an interface through which consent, preferences and data is obtained from consumers.

<[>

Web Form Custom API Offline / Bulk Import

Record consent from a web form Record consent using our API Upload consent from an offline process or

external application

Mobile Application Cookie Compliance

Record consent from a mobile application Create consent records from cookie banner

interactions. Selecting this option will open

Different options to connect to web forms, web apps, etc.



&% OneTrust

UNIVERSAL CONSENT & CO| |eCﬂOﬂ POintS
PREFERENCE

MANAGEMENT

@ Dashboard

Name Type Identifier Consent Interaction Type Status Double Opt-In Version Creal
B Collection Points ) )
zentoso.com English - United Kingdom Cookie Consent Cookie Cookie Unique Id Cookie Banner Draft '::. Inactive .:' V1 10/2:
= Preference Centers ) ; P .
Chat Customer Service API Royalty Number Opt In Checkbox + Form Submission (( Active ) (_ Inactive ) V1 03/0:
|l Reporting E \ - -\
Telephone Customer Service Bulk Import  Telephone Number ( Active ) (_ Inactive ) V1 03/0:
Data Subjects - -. - S ;
Loan Application Form Web Form  SSN Opt In Checkbox + Form Submission (( Active ) (_ Inactive ) Vi 03/0:
Receipts ; . P . :
Credit Score Monitoring Form API SSN Form Submission Only ( Active ) ¢ Inactive ) Vi 03/0:
Transactions — :
Credit Card Rotating Rewards WebForm  UserID Opt In Checkbox + Form Submission Draft (_ Inactive ) V1 03/0:
f’ Setup E . p . )
Ancestry Matching Form Web Form  Customer ID Form Submission Only ( Active ) (_ Inactive ) V1 03/0:
Purposes ) . ) ‘ ) . . N - 2 ~ |
Medical Decision Waiver Bulk Import  Patient Medical Record Number (MRN) ([ Active ) [ Inactive ) Vi 03/0:
Topics . o p - . E - - )
Facebook Page Lead Signup API Facebook ID Form Submission Only ( Active ) (_ Inactive ) V1 03/0:
Customn Preferences . . . ) ) L E - . E - . )
Twitter Redirect Marketing Signup API Twitter Handle Opt In Checkbox + Form Submission ( Active ) (_ Inactive ) Vi 03/0:
Data Elements — :
Personal Concierge Service API Telephone Number Opt In Checkbox + Form Submission Draft (_ Inactive ) vl 03/0:
Consent Settings . o E - . p . . :
Frequent Flyer Member Line API Telephone Number Opt In Checkbox + Form Submission ( Active ) (_ Inactive ) Vi 03/0:
Talent Community Signup Web Form  Email Address Opt In Checkbox + Form Submission Active .’ Inactive ‘. V1 03/0:

Matched Job Offers Digest Web Form  Email Address Opt In Checkbox + Form Submission Active (_ Inactive ) Vi 03/0:

Universal Consent Collection Point



Explore Your
Financial
Opportunities

Advice on investment strategies and opportunities
Details on how to get started with Zentoso banking
Information about the Zentoso Rewards credit card

Guidance regarding home and business loans

Request a Consultation

Full Name
Email Address
Country

Phone Number (optional)

D Yes, | would like to be contacted by a Zentoso financial consultant.

Optional Marketing Communications

Yes, | would like to receive communications via a weekly email
about the following topics. You can update your preferences at any
time.

D Product Updates D Promotions D Rewards Program

SUBMIT REQUEST

Universal Consent: Capture consent receipts




UNIVERSAL CONSENT &
PREFEREMNCE
MANAGEMENT

& Dashboard
ection Points
Preference Centers

il Reporting
Consumers

Receipts
Transactions
}4

Furposes

Topics

Custom Preferences

Data Elermnents

Transactions

Identifier Value
efriis@otprivacy.com
Zmeszaros@otprivacy.com
efriis@otprivacy.com
cofsana@gmail.com
cofsana@gmail.com
cofsana@gmail.com
csana@otprivacy.com
cheiksana@otprivacy.com
cheiks@otprivacy.com
cheiks@otprivacy.com
sana@otprivacy.com

sana@otprivacy.com

Purpose

Email Marketing

Email Marketing

Financial Quote Generation

Mew Product Notices

Rewards Program

Seasonal Sales

Email Marketing

Email Marketing

Email Marketing

Email Marketing

Product Services

Rewards Program

Universal Consent Transactions

Purpose Version

V3

Transaction Status
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active

Active

OneTrust

Collection Point
Administrative Update
Center

Administrative Update
Advertiser Marketing Consent
Advertiser Marketing Consent
Advertiser Marketing Consent
Email Marketing

Email Marketing

Email Marketing

Email Marketing

Advertiser Marketing Consent

Advertiser Marketing Consent

A

Collection Point Versio

Vi




UNIVERSAL CONSENT & Data Subject Details

- — ) Test Remove Test Flag
PREFERENCE Data Subjects > @gmail.com
MANAGEMENT
@ Dashboard Profile Purposes Notices User Activity
Collection Points
Identifier Language Type Data Elements &
Preference Centers
i@gmail.com en Email
mmm 1©c
il Reporting
Name Value
Data Subjects
Company
Purposes
Linked Identities
Company or Agency test
Raceipts
Purposes 58 CompanyName jkijl
®
Transactions Actlve Purposes 35
® Always Actlve 0 Country Thailand
Purposes
# Setup *
Not Opted Out 0 Employee number xc000999
Purposes
Purposes ® Withdrawn Purposes 13 First Name Employee test
@ Explred Purposes 0 T o )
el ® Pending Purposes 20 FirstName Kidjlakj
@® Not Glven Purposes 0
Customn Preferences
Opted-Out Purposes 0 FirstName Child test
@ Hard Opted Out
Reason Templates Pur ;;es pleaOu 1] )
P IDCard/Passport No 1500000000000
Data Elements
Last Name Employee test
Attribute Manager . .
Transaction History LastName Ikjklj
Consent Settings
LastName Child test
First Transaction
Position czxcz

3 94 22/06/2021 07:42 PM

) Last Transaction
Transactions

Data Subject Profile



UNIVERSAL CONSENT & Collection Point Details ) (A ) vaa ~ —
PREFERENCE Collection Points & L. W _ ... .-, — Create New

MANAGEMENT

@ Dashboard CO nse nt

Type: Custom AP1  Version:

L
on 28 Created Date: 1 021 02:11 P Published Date: 17/08/2021 02:12 PM

Collection Polints

Preference Centers

Details Matices Settings Integrations Report
Reporting
Time Range
Data Subjects Consent Stats 2 Month x
Linked Identitles
Total Recelpts Total Transactions Total Recelpts ot
Recelpts
&
Transactions Recaipts
5
# setup -
4
Purposes .
Total Receipts Total :
Toplcs . 2
Transactions
Custom Preferences 1
0
Reason Templats ITHEZ021 14062021 ZU0G0Z1  ZBNG0M  DSAOTROH 02082021 03082021 16082021 2310812021
Data Bements
Attribute Manager Opt-ln by Purpose Opt-In by Purpose Percent of Opt-In By Purpose -
Consent Settings 100% s u
- . =0 1.1 sayethl -
ain 1.1 sfayaw... 0% I o 1.2 syl
80% B =0 21 sy
aia 1.2 siayam... 0% i 22 simyisia
50% D s 2.3 simysian
sia 2.1 dayaa... S50%
40%
aia 2.2 siayaa... 30%
20%
sia 2.3 dayaa... 10%
0%

O7I06I2021 A4DER2021 21062021  ZBIDEI2021 16/0872021  23M0EM2021

Universal Consent Dashboard Report
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Self-Service Preference Management

EMPOWER YOUR AUDIENCE | COLLECT DATA & PREFERENCES | INFORM USERS WITH TRANSPARENCY

PREFERENCE CENTERS

SHARE: DEMOGRAPHIC DATA | OPT-IN HISTORY

CAPTURE: CUSTOM PREFRENCES | DATA UPDATES | NEW OPT-INS




®&® OneTrust

UMIVERSAL CONSENT &
PREFEREMCE
MAMAGEMENT

Preference Centers

Name Organization Template Status

Created Date Last Published

Collection Points
Email Only Preference Center OneTrust Multi Page BActive 07/31/2020 11:33 AM
Praeference Centers

All Customer Preferences and Profile Center OneTrust Multi Page Draft
Reporting ]

Marketing Preferences OneTrust Multi Page Active 07/09/2020 03:48 PM 07/14/2020 10:40 AN
Data Subjects

Linked Identities

Data Elements

ent Settings

Setup different Preference Centers




OneTrust

UNIVERSAL CONSENT & Preference Center Details

PREFEREMNCE Preference Centers > Marketing Preferences
MANAGEMENT

Unpublished Changes

Builder Branding Integrations Details Maore *

Manage Pages

Collection Points

Marketing Options

Preference Centers = Marketing Options

Reporting Welcome to your personal preference management portal.

Subiects C i
Data Subjects Please use the switches and checkboxes below to customise your marketing choices.

Linked Identities

Email Marketing
Add Cantent Black Direct Marketing to Data Subjects

Frequency

ﬂ Section Topics

Individual Elements

torm Preferences Direct Mail Marketin
T Text Block &

Direct Mail Marketing
Data Elements

Topics

Nt Settings @ (_r_ELE_‘j__’_UIICS

Data Elements Rewards and 3rd Party Marketing
These services involve the transfer and sale of data to

3rd parties. Please see our privacy policy for details

Drag and Drop Preference Center Builder




L & @ [csDev] Preferences Login * +

C & otprivacy.comjui/preferencesflogin/80ab47{6-5356-4eed-b6f5-2acfbfc70bfE/

ADD LOGO

Users can log into preference center without maintaining
an account, or leverage existing authentication




Office 365 Qutlook

Search Mail and People jo @ New |~ 2 Replyall| v M Delete & Archive Junk|¥ Sweep Moveto ¥  Categories ¥ Try the new Outlook

(© rolders Focused Other Filter v Your Preference Login Link

~ Favorites Mext: OneTrust Dero pres  at 800 Al [*] +1

Inbox QHET’LJSt Privacy & Replyall | v

OneTrust Privacy oday, TI50:26 Al
Sent ltems Your Preference Lagin Link 11:59:26 AM Terry Ryan ¥

¥
Your login raquest has been received

Drafts

~ Terry Ryan

¥ Inbox OneTrust

Dirafts : Privacy Management Software

Sent ltems

Deleted Items
Archive
Conversation History
Junk Email 19
MNotes

v Groups

Individual receives tokenized link to access




User Profile

a eV — Y -
Amy Thomas

Change Picture

Preferences @
N

User Profile |
Account Details Preferences

Email # - . .
Seat Selection

Privacy Rights &

Policies Created Date -
P, Beverage Choice

October 2016 <

Cookie Settings Home Airport

Personal Details

Home Address 7/ T-Shirt Size

Learn More 535 Mission Street, Unit 213

San Francisco, CA 94133

United States

Phone /

(1) 404 .6657.1234

Birthday

2 ©® @ ®

Data Subject Profile



@ Preferences

Communication Preferences Phone Email SMS
Product Updates Vview Sample Email 0 Q

Get the latest news on releases, new features, new resources available

P
0
QQ ) User Profile Frequency Monthly
‘-._.-4/‘I
Events View Sample Email o 0

o F’riva cy P\I'.] |IJ["1 & Learn where we will be, events we are hosting, and how to schedule in
(_ i H — = person meetings. We send emails as events are scheduled
"--._.-"j.

Policies
Promotions View Sample Emai . Q .

Learn about current product and service promotions and take advantage of

Cookie Settings offered deals

& S——
'/./w

( k& ) Learn More

‘\\\_ i

- Consent History
August 31, 2019
Changed Frequency for Promotions from Monthly to Weekly
March 3, 2020
Opted into Monthly Product Updates

See all History

Data Subject accepted purposes

Preferences



DSAR

(Data Subject Access Requiest

*



Management (DSAF

“lama (an)

Country

LUnited States

S5tate

California

* Select request type(s)

Info Request

L]
First Name

RO

* Last Name

Swanson

" Email

rewEansanmoarks com

Contractor

Data Deletion

Employeg

Opt Out



CONSUMER REQUESTS

Dashboard

Response Templates

Requests

All Requests

[ o
[ ] LPETGY
[]  Azseak
[ ] QLXU4T
[ | GaaTLC
[] cpPpsmN
[ ] YVONPM
[[]  as3sDK
[ ] QIONCU
[ ] AvwnPe1
[ ] QI33Co
[ |  Hvaraa
[] EemycH3
[ ] WZRIUN

[]  378cqevpqv
L) qaveq

[]  emswe

27 ltems

1 Filters Applied

Name

Frank Peterson

-~

Claire Coppola

Bill Stevenson

Debra Kathinsky

Johanna Romy

Scarlet Heffertan

|sabella Cruz

Cleo Maverick

Kirk Tanner

Mike Crowder

Hernry Arthur

Steve Johnson

Trevar Wilmore

Emnil Friis

Georpe Atkins

Harrison Murphy

Organization

Corporate

OneTrust

Carporate

EU

Marketing

Marketing

OneTrust

EU

Corporate

Corporate

cu

OneTrust

Corporate

Legal

Stage

Confirm Validity

In Progress
EXPIRED

EXPIRED

Review Data
compiere )

Request Type

File a Complaint

Data Deletion

Data Portability

Do Mot Sell My In.

Update Data

Info Request

Update Data

Info Request

Restrict Processing

Do Mot Sell My In...

Update Data

Data Deletion

Info Request

Info Request

Do Not Sell My In...

Data Deletion

Days Left

2

20

Extended

Mo

Mo

Mo

Mao

Mo

Mo

Mo

Mo

Mo

Mo

Date Created 1

09/18,2019 05:23...

09/18/201901:12...

09/18/201901:31..

09/16/2019 07:03.

091572019 0&:11...

09/14/2019 04:27..

0914720190

0971472019 06:17...

09/13/201902:03

09/11/2019 04:02...

0910:/:2019 01:05..

09/09/2019 0%:57...

09/09/2019 09:48...

09/09/2019 04:52...

09/07/2019 11:13..

Track Status, Assignee, Days Left to Respond

Prospective E

Subject Type

Customers

Yas

Contractc

Custome

Custome

Custome

Custome

Customers

Student

Custarmers

Contractor

Customers

Customer

Customer

Contractors

mipl..

Approver
Marion Violet (Ex...
Vincent Watsor
Vincent Watson
David Frane
Johnathan Looney

W

Catherine Williarms

Catherine Williarms

Marion Violet (Ex

Dawid Franc

Marion Vialet (Ex...

Dawvid Franc

Marion Violet (Ex...

David Franc

David Frand

& Expor

M —

Completed

!

=

5

/9

b

oo

T

P

fx

(%]




COMSUMER REQUESTS Consumer Request Details Acquire More Information Results Summary

Requests > QOXAST

@ U ard Hours Worked:
_ 3 4 PROVIDE PROOF ... ACQUIRE MOREI... IN PROGRESS MOTIFY DATA SUB... COMPLETE
E Web Forms
'ér Requests Total Cost:

$150.00 Acquire More Information
= Winrkfiews Extract from the data subject the reason for submitting their request.
_ Preferred Language:
|E| Response Templates —

English (Britishy &

ID Verification Subtasks Activity History
£ Dat !
Workflow:

£ ings Restrict Processing

Warkflow Public Internal

B I U &8 B E

mn
I
ih
Ih
]
&

Approver: )
Pp Please enter a massage.

Vincent Watson L&

Managing Organization:
OneTrust [&

* Ryan Edge responded to a subtask 01/02/2019 10:33 PM PROVIDE PROOF OF IDENTITY Y

Date Opened:

09/04/2019 08:23 PM Data subject has sent over a form of verification and has been verified.
Extended: ) )
N & Clark Minnow has submitted a comment 01/02/2019 10:32 PM PROVIDE PROOF OF IDENTITY JRy
]

I have attached my driver's license below.

Deadline: B
. License.aocx
10/04/2019 08:23 pMm [£

& Ryan Edge has submitted a comment 01/02/2019 10:27 PM PROVIDE PROOF OF IDENTITY JR%

Hello Mr, Minnow,

Dynamic Workflows| Activity Feed | ID Verification | Audit Trail




How Athena Helps

& ‘ 2 OneTrust

Trigger

Athena automates each step with
robotic automation, including:

Privacy Rights Request Received

ID VERIFICATION

Athena automatically checks supplied
information against other systems or 3 party
services

Action

Verify dentity

Action

EXCEPTION HANDLING

Athena checks for exceptions like legal holds
before taking action on data

Check for Litigation Hold

Action

DATAACCESS & DELETION
Athena automates access, deletion,
pseudonymization, and other actions on the
individual's data

Delete Data

Action

Respond to Individual

®




Policy and Notice
management

*




® B (Dockur

POLICY & NOTICE
MANAGEMENT

B Privacy Notices
& tempates
B motkce Bundies

Setup

Privacy Notice Details

Privacy MNotlces » Privacy Policy (

Tayaduy A
mmatEnE Tuaaihduyana
ATATTumNTIyaduyRaR

JonlsssaTunyivrmunu T uanils
I.Hﬂ‘{lrilua #Auyaaa

wurna lumTiadutayadauyeaa
ArminEe sl aaadn

FvEmmainuTus s meeTayadu
yaaa

= v : o Pl

mmilamstayadsuyeeafiuyaaatu
a_ . 4

uImnsuau

EnahfiduaTatayaduyaaa

R T

Arndfmuulzaulmnouasuunl {08
nrllﬂiil d'ﬂ'i!l‘ ﬂi?“u ARR

[ Active )

Details Builder Layout Settings Mora =

Privacy Policy

Publlc Verslon:
Published Date: 08/04/202101:05PM

dlszaduisnaguasasiayadruyaaa

mOCKUP

anlsznauiauaauasasiayasiuuana

(Personal Data Privacy Policy)

CudEnY”) assvilnfeanudiduasnisAuAsastiayasiIuLAAa LavidnsAiiAuaua
uaramsuiuisianistiayasiuuana LifinnusannsasAunguunaduasastianasuLAAa LaznguINaiAIas Senausetauadasa

Ll livirunsuiiadlunsliicatu wseuliuaidauasastiayasiuuana w.aA. 2562 Tasdarszardudosalui

dayadruyana

1. dayasdruynaa
1.1 ansaizuadinasIULAAR

wo

Tulanssaiiuil

AayadIuyAAR WINEAY Hayale 4 MABIAuLAAassTua v iausasTudsduanasssuatiula lbiilimenseuianeday

Taghisrudstayasrunnaanadnfannnssu

= , . . S . EETR | o o w s - -
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= ar = oo v =

Create and Design Policy and Notice

o oS aesagan— aran et aloar S1a n==a) al~alo ool a—ay S ~—agati s Sioal o ofas oo g 33~y ai'=a)oaiis

=

- W o
Haluani

v a @

Create New Version
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QOCKUP

Put the Script in any page where you want to display



Data Mapping

*




Inventory Details
Processing Activities * Acosunt Management

Patented Privac

Daetails

Primary Business Process Information

* Name
Aocount Managemeant

Business Process Owner
Vincant Watson

Data Subject Information

Consumers - Region
California

Controllers and Processors

Cantroller Contact Infarmation
Marig ||'I'.'.-I'I'IFI€I.'§II'I

Processor Contact Information
Stanley Wilde, +1 423-255-6534

Jeint Comtroller Contact Information

Legal Process

Purpose of Processing
Customer Relationship a nagement, Direct Barket ng

CCPA Scope

Architecture:

ASLESLments Risks Dacuments Redated Lineage

* Managing Organization
Legal

Description
Man ARINE exXISHNE 4CCOUNTs

Consumers - Volume
10, 0001 00,000

Controller's Representative & DPO Contact Information
Johnathan Bordeaw, +1 483-334-5233

Processor's Representative & DPO Contact Information
Gareth Joolen, +1 423-255-65%0

Legal Basis for Pro<€cessing

It i5 Necessary far the parfarmance of a contract with the individual

Related Data Elements
i3

Customers
13 Data Elements

Contractors
9 Data Elements

Prospective Employees
G Data Elerments

Employees
5 Data Elaments

Views All

Related Assets
5

Adobe Analytics
Marketing | South Africa
Source f Collection

Oracle S5ervice Cloud {DOD)
OneTrust | Singapore
Dastination f Access

Salesforce

Marketing | Switzerland
Destimation f Access

WardPrase



DATA MAPPING

OneTrust

Pravacy Managersem Sofiware

Name
Adobe Analytics
AirwWatch
Bitbucket Cloud
Confluence Cloud
Expensify
Greenhouse
Hipchat
IBM HR Analytics
IBM Kenexa BrassRing
IT-Central
Jira Cloud
Jobvite
Microsoft AD
OneTrust
Oracle Paas

Oracle Service Cloud (DOD)

Managing Organization

Marketing

IT

OneTrust

OneTrust

OneTrust

HR

OneTrust

HR

OneTrust

OneTrust

OneTrust

HR

Corporate

OneTrust

OneTrust

OneTrust

Maintain Data Inventories

Hosting Location
South Africa
Australia
United States
United Kingdom
United States
United Kingdom
United States
Canada
United States
China
Germany
Mexico
Spain
United States
Hungary

Singapore

IT Assets

Type
Application
Application
Application

Application

Application
Application
Datahase
Application
Application
Application
Website

Application

Vendar

Vendor

Processing Activities

IT Owner Risk Level
David Franc
Quentin Bourne

David Franc

Catherine Williams

Jeanne Lee

Ryan Edge

Vincent Watson

Jeanne Lee

David Franec

David Franc

Vincent Watson

Quentin Bourne

Catherine Williams

Catherine Williams

Vendors

Status




OneTrust

ErmHy Heup e e

IAveErntory

Froce SRINE Aotvites

Inventory Details

I—"':u:es.s.mg Actrvities * Account Management

Cansumers

. -
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1
]

P
:' 1

COnsLUmer

Prospia he Emphojins:

Assals

Wendors

Entities

Parties with Access

=L,

o

Fy .,

| =
| -
S

Erpl oy

."'.-- ..m'\-
|. i
L k-4

Customasr

Details

Lave =

Caniumar

Auto-Generate Compliance Reporting

¥ om0 8]

ASEASEMENTS Risks ocuments Eelated Lineage Controls ﬁx'fl'.'l[}'
- Auto Draw Z0OM s 5% | Grid Size = pm——— )
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and Data Flow Visualizations



DATA MAPPING
@& Dashboard

®] Assessments

M Risk Register

Processing Activities
Entities
Vendars

| Reporting

Asset Map

Data Lineags
Reports

}' Setup

@ |m | orcins ® o <0 1|

Asset Map

Filters

Organization Grou

OneTrust

Internal or 3rd
Party

(] 3rd Party
n B (] Internal

1 assets
missing

Document IT assets and understand where data is stored across your business, identifying shadow IT



olfonrs * o -8 )8

DATA MAPPING CrDSS_BO rder

& Dazhboard

Filter by Processing Activity

E ASSESSMEnts

| Reporting
Asset Map
Cross-Border

Data Lineage

{} Data Mapping eltings

=

Visualize cross border transfers of data and assess that valid transfer mechanisms are in place



Assessment Automation

*



ASSESSMENT
AUTOMATION

@ Dashboard

@ Assessments

Templates

A ment Results

Integrations

Email Templates
tomation Rules

£ Settings

@ ockue

¢ @ o TestoPiawr (Prome) ¥

-DPlA
Show | All Questions ~
Welcome
wnrssunnTiams DPIA m »

amhian m >

Tlsaida muEnLAaTumMsAa
waanfiansmnviadavh DPIA

3.1 Wsadanuannaiiunsdn
wanfanTsuiiadsmh DPIA

3.2 FeastiayadiuyAraiiiin
Aufianssu

#* 3.3 dungnFi

* 3.7 dinedmd DPIA wia'la

= S c
duRaud 1 afnmsnantus

s ElsInanataya m >
ERINIELES

= o 5 =]
Ausaun 2 rseadninsanagin
Liitreiag (windtu)

= e - =
Aurauh 3. dsadiiuar el
UATATIANMATANERTEINTS >
UsnaHatayadHYRAR

& -l -

dupaui 4. dsniivandzs
AAsTVLEBANEET WR m >
URFIUYARR

dusayi 5. sypnesaiaas
ATILAENIAANTI WEauYDdT “
1EAMan DPO

= 5 =
Husaun 6. Aqlunmslsziin

DPIA uams oo usagInmsthn >
A numsaylE

©a

3.2

3.3

37

Create Design Assessment (Questionnaires

Rerognition tHusdu

haasdayaduyaaaiifmiuiansuy

*$uugnd

501-1000

%0 20 2

*@avdniin DPIA wialai

WA

Lhavju/ Lz

251-500

> 1000

ity

) Template

-

Save and Exit C)



:ISJS]'%:I;EFQTN L4 e @  Test OneTrust 2 (Cﬁmpleted)

@ Dashboard

@ Assessments

] Register
il Reports
& Setup

Templates

Integrations
Email Templates
Automation Rules

£ Settings

Approved

* .5 a0

e x

Risks

Fuugat/pEuEw )
All risks -~
Go to Question
35
N, Y N, olume of Data Subject (Sharehaolder -
IDENTIHED y EVALUATION y y MONITORING Evtrarne)

Details Tasks Controls Comments Attachments Activity
Others
Category Date Closed
— 13/08/2021 08:16 AM
*Date Created Deadline

10/08/2021 -

Description D

Volume of Data Subject (Shareholder - Extreme) 49

Inherent Risk Level * Organization

o o TRIT
Very High

Reminder

Result
|: Reduced :I

Risk Name

Volume of Data Subject (Shareholder - Extreme)

Risk Template
Volume of Data Subject (Partner - Extreme)

Residual Risk Level
| Low

Risk Approver

Risk Owners

Phavadol Srisarmsakul

Source
Test OneTrust 2

Automated Risk flag and manage treatment plan




Incident Management

*



mOCKUP

INCIDENT RESPONSE

@ Dashboard

Incident Register

Databreachpedia

]

Templates

“*

Setup
Assessment Workflow
Workflows & Rules
Incident Types

Web Forms

Attribute Manager

£# Settings

Web Form Customization
Web Form Gallery > Default Incident WebForm

Form Fields
Form Text

Form Styling

Webform Integrate

mOCKUP

uuAsuSeLigazdinlayadiuyaaa
dvsudaastiayadruyaaailasurNanszul

asudssigazidaliayadiuiaaa
diasanmsinsanuiuaslaaaiauazmalnilasiayaduuaratasvinudiuden.
Wansaith s bitiayadiuyaaazasvinuléfunansznudnaandaas alaldl

srmasdaauIstiaya: gulvayarilu
Wusadayailurnuigazdieuda’lu

a
ifa - uuana

Create Incident Webform

m Save Template

Wirruddnaivaas usdnuanda




INCIDENT RESPONSE

@ Dashboard

Incident Register

Databreachpedia

]

Templates

%

Setup
Assessment Workflow
Workflows & Rules
Incident Types

Web Forms

Attribute Manager

£ Settings

Workflow Details

Workflows > aisusstigazdialdayasiuyaaaV-3

Published

FuLFInasiminEaIng... + @ wiadwhdduesa.. - 4+ B ;esudhaianisis..

Stage Details Rules

* Stage Title
” - v oo o v
JuudsuariuiaEasnIuunay

Badge Color
New

Description
Open

Create Incident Workflow

+ O dasuaisdidiuns...

+

Clone







