Features

TDAR Platform

Threat Detection Automation & Response Platform.

The Modem Cyber Security Operation Center (CSOC) Capability,
Platform & Architecture. Managed Detection & Response Service (MDR)

Available in: g ||

Appliance  Virtual Hosted Cloud
Machine

(o) TDAR Platform luldwinn3imisiiiv Log

TDAR Platform uaadagnssuszuutihs:3vd drewinaluladndrave

U Security Information Event Management (SIEM), Machine Learning (ﬁor‘imwtuuuu Fully
Redundancy / Active-Active High Availability) , Security Orchestration Automation & Response
(SOAR) taz DNS Firewall tDudiu GvaausuanudavaisasunadiutiigrAumsiiis:3vuaaauauaw
deAgAnmMunvlsasidadvsiadiruaziiug Aldnssusavurasgudiuaduluavlasanis
ISO/IEC 27001, CSA STAR Cloud Security [@Suaisnadauuazmiun1ssSusavuIasgIugum
meldinsovkurenannaur FCC, CE, RoHS c

N
P

\*, TDAR Platform 1Uu s:UUUSKIsdan1sUala Log File uuugudnaiv
(Centralized Log)
Bosavsumsdalfiudaya Log File 91n1AZa0ABUNDIRSIBSWIDSKSa9UASATAZDTECY
ansavaliiv Log Tagawisadatiuiunv Protocol syslog standard Gvauasainastiadiu
keyo:dv Log Wwiumvgavnivdilukdn I319:10u Router, Switch, Firewall, System,
Application Wudu

., TDAR Platform aaulandaisiAvdioyansiasnauwdladsidnsaunau
nvavAasuulatanlusuavovAnsvulralkay
lagaunsadatfudayanisasiasmoaauwdiaaslalidinit 90 sSutlusgvliosuazikuald
goda 2 U danugndavasudduvaviolya (Data Integrity) asvkaningurinisdaliudaya o
W.S.U. ADUWIL09S UaUU TDAR Platform anuisasavsu EPS Tadoud 2,000-200,000 EPS

TosduagAusutia: Hardware AGAQAL ;j:_
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TDAR Platform Features

@® TDAR Platform Capability Overview

@R (O

Threat
Intelligence

+
V
Collect -| Detect & Prevent Manage & Respond —‘
Secu(:tcy [I:a:a)Lake Threat Detection % Active Respor:nse
) @ ig Data Py Intelllgence r1 & Orchestration
X Log Management o) (SOAR)
Ingest “

IntegraI“
Connector, Event Correlation,

<> @j Aggregator & Sensors @ UBA & ML Q‘ i L B

h’“ DNS Firewall
L W

Security Compliances & Regulations

Q Gartner [aA1KuaAUaNUGUDY Next-Generation SIEM [371...

doviAduaiuisalunis Collect, Detect Lla: Response dvUu TDAR Platform

3vgnoanuuulkiinduaiuisa (Capability) Aaaulong Requirement Av 3 d1u O
ADISOVUDY Logging, Detection wa: Response

) lagaduaivisaavnaldNvkKua...
laaasousoullundiuaiuisakanuav TDAR Platform

uanLklionniZov vav Collect, Detect lla: Response 11ad TDAR Platform
goAUaIISanLasy Requirement ludu IT Security Uufifiai3avuavnis Prevention
[Gun TDAR Platform DNS Firewall Atduluga (Module) 1laSuludd TDAR Platform 3na2g
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TDAR Platform Features

On..mm

(®) Collection

» TDAR Platform
EnmSﬂDOlﬂU Log [GmnkaAkagLLKaLAL (Log Source) lvu Wmdows Syslog, Flow,
SNMP La: auq 15U Network Service, Azure lla: SOVSU Channel auqcmu

Log Source Channels Support

Channel: Syslog

Security Devices: Firewall, IDS/IPS, Antivirus Server, Email Security
Gateway, Web Security Gateway

Operating Systems: Unix, Linux

Virtualization: VMWare, Hyper-V

Applications: Apache, IBM WebSphere, WebLogic, SSH, FTP, SFTP,
SMTP, POP3, IMAP, Web Proxy

Network Devices: Core Switch, Router

Identity Management: TACAC+, RADIUS, LDAP

‘\‘
N
N
N
N
“ N
‘\‘
)

Databases: Oracle DB, MySQL

Channel: Windows

>©

Operating Systems: Windows Server Events, Windows Workstation
Events, WMI Data

Applications: Microsoft IIS, Exchange, Apache, FTP, Custom Application
Log

Identity Management: Active Directory, LDAP
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TDAR Platform Features

(®) Collection

Log Source Channels Support

U
Channel: Windows r%
e Databases: Microsoft SQL O &

e Vulnerability Assessment: Nessus

Channel: Application

e Applications: Apache, IBM WebSphere, WebLogic, FTP, SMTP, POP3,
IMAP, Web Proxy

o Ildentity Management: LDAP
o Databases: MySQL, Oracle .

Channel: Flow

e Network Devices: Cisco Netflow, Juniper SFlow

N
v&
v ‘
Channel: Network Services

¢ Network Services: DNS, DHCP, HTTP, HTTPS, SMTP, POP3, IMAP, FTP

Channel: SNMP
e Network Devices: SNMP

Channel: OPSEC

e Security Devices: Check Point

«

Channel: Others

e Cloud Services: AWS, Azure, Google, Office 365

e Message Brokers: MQTT, Kafka, Redis, RabbitMQ

)
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TDAR Platform Features

(®) Collection

Logs Agadalfiunn Log Source cve 31vdu Logs tkaduauisatinidadiv Use Cases
a1U Security Compliance [Gkaiakae wu Asasv Security Dashboards lla: Reports
dmrsumsnundutkamsaidiuaduduaAvUasanedvmunnkule uasdafkuauavuiasiu
drunnuluAvUaaaAecve wu

ws~swnyajc’n'wd:)amsﬂsﬁmmuv’mlﬁ'aaﬁunauWJmas‘Z W.A. 2550

WSt swusyfymmaamsﬂs mmwwomaanunauwamas (QUUA 2) W.A. 2560
Us:AAAS:NSIVAINAWDLASHZADLA: a\)nu1sa\)hanmmnmsmusnuwauaasmsm\)
ADUWILODSUDVRIAUSAS W.A. 2564

ws=s1wUeyagaAuASavdayadIuynna w.A. 2562
ws:s1sUeyaJanissasiANuluAvUaaanslsluas w.A. 2562

ISO/IEC 27001
ISO/IEC 27002
CSA STAR

PCI DSS

SOX

FISMA

HIPPA wa:due

=L =
COMPLIANCE |
v “

Y
v
v 9

» szuusavsunstitgndoyan Capture U191A Raw Network Packet 91 Network Monitoring
Tool Myuanld

» sovsumstuindayawamsasivaaudavlkidiuanuluavlasadgaisautnd (Vulnerability
Assessment)

» awnsamruaulsurglUovaunsadv Log u1d1a Log Source Rlulasuausyrald c

» awnsam Log Filter muibauludive Wovanadu kdauen nstiu Log aukudIgvIuLA:zLLEgn ‘
Fnsmisnivla

» awsadaliuvdoyauvuliansaualvdoya (Write Once, Read Many) uazmvufuuuu
Clustering GodavdalAudayaliogivtog 2 ya IWoUavAaudoyalderie
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TDAR Platform Features

® Access Control - Usage and Storage

» awwnsamduAuKSaausy1aliliIdivdoya Logs NdatAuliuus:uullgnmuus:zinnk3anauyav
Log Source G 15u Syslog, Windows, Flow t0udu

» awwnsamkuaulgvignduaumsidifivszuuluszaulnsainglagauayia kdaluoyayra dde
Protocol, IP Address ua: Port Nbduniv wazUaignivla

p awsasinamsiindvilalasindainadrengndaviBiwesunyrakiouniasamsiingomu
lUslanoalnsoule ﬁag Source IP, Source Port, Destination IP tla: Destination Port A1S
UovAulatgasindoinalansaldiwolovaululkukavuuiiniluldsusuanadviiayaduiin
Ugvuwaawoasu

» sovsumsiikuadnslumsiinfvdoyaldkatas:=au wu Admin, Analyst, Auditor, Executive
ga4 Wudu

» awisalkansuaUrydRlGlumsIindoluu Read-only twalavAumsudludoya Log lagTludvls
KSoaU

» |

» awsanaamsidndvioya Log o Document, Field Las Index S—
7S
. | v
» N Field awwuisalauvvdayalwaUavaudoyana:dgadauvovluldazikanisai ‘
» awisafmkuas:zgzaalAvdayautgnmuls:innk3anauuav Log Source [a
» szuuauisadalfiudayasiio Raw Data lagusndalfiumuiagunsal Sunua:s>Tuvld
» awsanduUAUMSIONALIEVIU LazuSKIsvamsszuululluu Multi Tenancy lognucas: Tenant

ausyalkudazusydnidauisaldnfivioya Log Wiu Dashboard, Chart k39a1s Search Qe
dnSuovaulav wu Analyst lla: Executive
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TDAR Platform Features

@® Access Control - Usage and Storage ‘ | e

» aansawgauddautdnldvius:uuddg Multi-Factor Authentication /SavsSunIsEUTUAIOUAIEY
luslanaa OpenlID d1ksuavAnsiwauvAuldinalulagnisasinaoudnsiluu Multi-Factors wu
Google Authenticator

» sovsunsWaaudaulwWaldnlds:uu (User Authentication) G28 Users UUS:UU Active
Directory lla: LDAP vavavAnsnidagldlagavAnsainsamukuauazuvAuldulouigskaniuuu
S:uU Active Directory lla: LDAP munavAnsGavnisla

» 0 Audit Log tWatdasiydaaunmstdnigvius:uulognquas:uu

» sovsumsrimulutuu HA (High Availability)

» Unalansidnskadoya Raw Log (AES algorithm)

) gnalnnisnii Data Integrity a'lHSUUE)UEl Logs {us=aullcia: Record Wadalfiuuus: UUCDEJ SHA-
256 ua: SHA-512 JavAu mswasuulavuily au doya lwamwauusmua\) uauanﬂﬂaomu
uazaoandavAudannkugws:s1sUyJaNdIeMsasANURAQIAIAUADUNILODS

» awnsar Archives Log uazia1s Compression File IWaUs:kgawundaliudayalagi
90s1dxuld 13:1 1M JuAuslauazsUuuuyavdoya

» Uoya Log NiAus:g:zaInfmkua awsaggllgonvativdoyanmeauanniuluslanaa SFTP
a:z NFS

» sovsuMsAval Backup Archive Log Data llaﬂaaﬂIUET\)QUﬂsaJE")umu NFS Protocol G

» szuuawisarinaisdisovdoya Logs [UBDgvkUdedsovdoya Logs nMeuan (External Archived
Storage) lagoaluud
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TDAR Platform Features

® Management

» aWWISauSKISIANISS:UU (Remote Management) Wiu Web Ul K89 Command Line
Interface lUNTSUSKISPONISSUU

» awisauskisvams Log wuusauAugldmudamikua (Centralize Log Management)

» awisauskisvanmsldagoduavdasansdrguiasmssasinulanans wu Msinskadov
NVIGEOUAGIY HTTPS K39 TLS 1.2 wa: SSH 2.0 Wuagvloy

» awnsavufinwaulvlumsaukiwarinmsAuridoyalumenavla A

» UmsAukINsdaLSdadg Full Text Search

» Ginalulagms Index doya Log File tWaus:ansmwlumsAurilagsavsunouuu Full Text
Search uazuuumkua Field lunmsAurl lagaiuisas:ydaululunisAunila wu AND, OR,
Wildcard wazfkuagdvnaiksavauwalumsaukila

» GinalulagmsAuridaya (Search) Tdmanadanduludaya Log Ndviduldnvuuu Keyword,
Field, Boolean, Expression, Regular Expression [a

» UAdwawisaasdIvdauaniuzuavauasaingv Log wiwdigorimuagla c
» sovsunisdvdo Log [Ugvguasaiduld c
» awisadvad Log lagnisasv Filter oudoulundovais 1wu o Host, sUauavikanisad s:au
AU AtY kS Message Keyword lagdvdalugv Syslog Server k3oaunsaids:inn SIEM
WU Syslog Protocol lalagliiJaguudavdayadunio

» sovsumisaval Time Server Wiuluslanaa NTP J

» awsamvulldu NTP Server IkAuguasaidue melu tnSauald* (NTP Ad network protocol
AlgRguDan) /
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TDAR Platform Features

@ Alerts, Dashboard and Report

]
2. -

» awnsaudvidauludogquas:zuullialud log d@vIWIGVSIUUWIUGDVNIDCDE LU

J
@ Email @ Microsoft Teams, ./
@ Slack @ TheHive, i
@ Custom Webhook @ ServiceNow,
@ Line Notify @ PagerDuty, »
@ Jira @ Google Chat
@ Zabbix

Creating an Alert

— Advanced Alerting a

e

Advanced Alerting | Alert Rules

v TheHive Configuration | Alert

Advanced Alert Rules

Frequency

Ly Advanced Alert
MNew-Term
Carginality

This “Advanced Alerting Pugin® is an alert engine for alerting on anomalies, spikes, or other pattemns of interest from log data in Threat Detection
Change

Automation & Response Platform (TODWAR Platform). TDAR Platform can be used nanaging ewer increasing amount of log data, visualizing and
querying data, and also alerting on inconsistencies in log data, If you have log data being written into TDAR Platform in near real time and want to
be alerted when that log data matches certain patterns or identified as potential security threats, Advanced Alerting is the tool for you.

Spike

Spike-Aggregation
Metric-Aggregation
Perogntage-Match
Flatline

Biacklist

Whitelist

Any

Backup-Rules

Alert Notification

Brute Forces Login Attempts on host api-5b5b4c7849-qvw66 with user testtest from source host 100.125.98.16

From eaalert@siamecosystems.com @ 7/25/23 12:09 PM
To Security Team

Hello Team,

Bruteforce attempts on host: api-5b5b4c7849-quw66 with user: testtest from source host: 100.125.98.16 in last 1 hour.
Please take action.

Thanks
TDAR Platform

©SiamEcosystems & Digital. All rights reserved ¥ tdarplatform.com
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TDAR Platform Features

@ Alerts, Dashboard and Report

» awisadv Alert W\iu Webhook K39 API Integration [Ugvauasaimeuanld

» awnisaun Logs nvatdulBiunasiv Use Cases G1u Security Compliance [dkaiakatg wu As
as1v Security Dashboards llas Reports MuARKUIY LLazdiaiKuQuavUIASTIUAIUANUIUAD

daoanamve)
Us:1Anuav Log Source Rawisasutdivitilis=ivg
Billions of Events
APTs _
Cloud Application and Database Session Multi-dimensional Active
e User Identity and File Access Trending; LT Analysis
Data Endpoint Context
Threat Context
Insider e
Anomalies Flows Large Volume Analysis
Network Data
z Application Logs
Compliance ppos ﬁogg A Historical Reporting
Database Logs
IAM
Perimeter Firewall Correlate Events

Vulnerability
IDS/IPS

Consolidate Logs

Security Compliance Use Cases

Suspicious

Security Alert
Monitoring
(IPS/IDS, WAF, DOS,
Email/Web Security)

Change
Detection
{J\r.(.mmt

Management, New
Service, New Task

Logon
Monitoring
(Successful login
posts multiple
failures)

Compromised
Credentials
(Privilege Escalation,
Abnormal Use of
Service Account)

©SiamEcosystems & Digital. All rights reserved

Endpoint
Monitoring
{Malicious
command
execution, Evasion
Technique
Detection)

Remote Access
Menitoring
(Access from
unauthorized

spurce, country)

Outbound
Communication
(Command &
Control, Data
Breach Monitoring,
Phishing, S5L/TLS
Maonitoring)

.... More
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TDAR Platform Features

@ Alerts, Dashboard and Report

» awnsaansiemullus1gnsd s1e3u s1edUaIK uassigidou IGRUR (On-demand) MUNRTE
VUGS Wazanu1sadv Schedule tkadwsigviumuduaindikuald

» i Dashboard ﬁasdﬁaga Top Source, Top Destinations, Top Applications, Top Websites,
Top Threats, System Event lla: Resource Usage [atuagvlog

.........

855

e 27,419,547 21,929,280 98,774,839

........

p awnsaudavdoya Log U Date, Time, Source IP, User, Destination IP ua: Services [atu
CHRMIBY

p d1sadasivsigviuniian Dashboard, Search ta: Chart [G

» awnsaaswosrgviufusduuuiwd PDF, PNG wa: CSV [aluagvloy

» s:uuiidouasUuovdoyasigviu s19A1s Host k3o guasaindv Log Whwidatiu logszydoayald
ag1vloy Aol ¥ Host, USUrautkanisad, Usureudoaya Log laganuisadvaandayaldnvuuu
PDF,CSV /

tdarplatform.com
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@ Specific Abilities

» UAWaIISadlASIEKIKOASAUAEANATIUAIEY Al K39 Machine Learning &1ksuldvar Use
Case Us:ztAn Anomaly Detection ndiavAsla

p sovsumsmkiinidu DNS Firewall uudds:uula tWaJavAuneanniunvlsluas wu Phishing
lia: Malware ntAaInsigoiuduLnasiiavavindavydniungluavAns (Prevention)

p U Use Case d1kSumisdtAs1zkAgnnAIuMolyluas (Threat Detection) agvlae 15 Use Case

lwu

@ Abnormal Login Monitoring

New Service Monitoring

Unauthorized Change Monitoring
Privilege Escalation Monitoring
Compromised Host Monitoring
Command and Control Monitoring
Malware Monitoring

Unauthorized System Monitoring

Phishing Attack Monitoring

DNS Tunneling Attack Monitoring O
SSL/HTTPS Abnormal Behavior Analysis

Powershell Evasion Attack Analysis

Frequency Analysis of Domain Name, Service Name, Hostname

Top 1 Million Domain Analysis

Abnormal VPN Access Monitoring
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