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"Advance Centralized Log Management" LWSW:LS'}L%mmmaammﬂummmy sﬁaml%Li’]ﬂszmuamumsrﬁma6] @

SRAN® NetApprove SPintRepot A @ A Administrator
# | overview

& Overview Network Awareness

= Log archive

Current Traffic: 19.83Mbps
&& Compliance

Il Log analysis < 20om
Q, Deep search o
15:31:30 15:32:00 15:32:30 15:33:00 15:33:30 15:34:00 15:34:30 15:35:00 15:35:30 15:36:00 15:36:30 15:37:00

Top 10 Risk Hosts
J Device Detection
No IP Address Owner Name Device Name High Medium Low Info

Q, Software detect Average 7434
1 192.168.1.109 - 20 0 o o

Scora T4.34
2 192.168.1.181 - 20 0 L] 0

Total High Risk Events 89
3 192.168.1.196 - POCO-X4-Pro-5G 14 0 o o

= Topology Total Medium Risk Events 55
N 4 192.168.1.113 - 10 0 o 0

% Bandwidth usage Total Low Risk Events 1
] 192.168.1.123 - 8 0 L] 1]

Total Info Events 0

I Application monitor

] 192.168.1.166 - 3 1 o 0

Total Events 145

SRAN® NetApprove nt F A (8 4 Ad

#  overview

38,145 [ — 2
Current Counter (Hourly) - Network Log Archive (Day) Syslog Log Archive (Day)

Q, Deep search

0

Syshog Device (Dally)

B Centralize logs

169
Flles share (Hourly)

P LK

View Details [+
-
0 18 o i 12
Baute Force (Dally) Threat Events (Hourly) Mabwane Detect (Hourly) = = Threat inteiligence (Hourly)
View Details [+] View Detais o View Details [+] View Details [+]

219

Notice (Hourty)

View Details [+]
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o a v A & . 9w = & & v da X o
U138 vUad SRAN NetApprove LW?J('I%%’]L@E]'Jﬂﬂ']l%'ﬂi’]uﬂﬂL‘ﬁ@lﬂqimua:aﬂquﬂqimﬂﬂﬂuuﬂLﬂ@"ﬂu nﬂ%u’]ﬂ"liuﬁﬂﬂ“ﬂ 1%

SRAN NetApprove mmmﬁwﬂ,ﬂuﬁmwmﬁaﬁnaua@u’%mﬂﬁ (Print to PDF Report) 7943UANNILEAINANIY Web GUI Uag

ANJ08NLUL Responsive Web Design Ni&ansn ki laniuuiaIasnauniaas waziiafie

SRAN NetApprove tiumsuas 3 naluladluandier awlaun
NDR (Network Detection and Response), Passive Vulnerability Assessment LLaz Network Log Recorder

Tﬂﬂﬁqmauﬁa

Q ¥ [ en A o 3 ~ 1 a s . g . .
1. 13813 YDIA u,m.lamf%umLwai:qmmuqﬂnimu%swumiamﬂﬂauwamai (Automatic Identification Device)

[ ¢ = o e A & AQ ¥
ﬂ']iﬂ%“qqﬂﬂsmﬂuizﬂﬂlﬂsa'ﬂ']ﬂaﬂ'\ﬂa(ﬂr‘%“m Lwaig‘]_‘!qﬂﬂimﬂ‘lﬁﬂq%

{ o ‘v

1.1 TIHUNIAALLNLATEINIIN (Known Device) uazlaifan (Unknown Device) lelaunnstiugi (Approve) Lavhmatiugien
wimndgdnintudanyasudhgszuniaiatnaisunsnayianld (Rouge Detection)
. . ' { o ' a o

1.2 71897% BYOD (Bring Your Own Device) uaasengunsatwnwfidngszuuiaiainonauiiiaaizasaddns ladausn Desktop

a & } v e A A i [ ° A v A &
(Aanamasnw 1w likaiin) uazdiatia (Mobile) lasiinlasinaIasnnwanldnumeluszuuiasatnsvetasdns

& o & ' & . < . & . o @ .

1.3 pnunanuduiinidudigunsal (Device Inventory) lasusnnisiine1aingdnsal (Device) TarlFa1uanizuy Active
Directory, 310 Radius §131nM3 Authentication, @1 IP Address Bﬂ“ﬁdﬂu, @1 MAC Address, LN (Department), ﬁﬁajuqﬂmﬂi
(et

a '

1.4 UNUMIALLUANATANGUIT (Software Inventory) uanyszinnaandulsnlslain sandwisuszianiivumipes,

a

FaNAwITUTHANNRGRLAY, FandwirsUszianlTuluaaniea uazronawIsN bamanzay Wullsunsy Bittorrent Waz WIN

1dsunsa Crypto Mining 'le

Software monitoring on current crane e

break

Show ~ entries Search:
Mo+ Thirree: Software P Crwner Davice name
1 16:41:28 Mazila/5.0 (Linus; Android 10; K) AppleWebKRIS3T, 38 (KHTML, like Gecka) Chrome137.0.0.0 Mobie 192,168.1.196 - POCO-X4-Pro-5G
Salarli537.35
2 153942 Mozila'5.0 (Linux; Androld 15; CPH2639 BulldiAP3A_240617.008; wv) AppleWebKii537. 36 (KHTML, llke 182.166.1.166

Gecko) Viersion/'4.0 Chrome137.0.7151.88 Mobile Safari/537.25 (Mobile; afma-sdk-a-
V252234035, 252234035.0)

3 15:38:10 Mozila'5.0 (IPad; CPU OS 18_5 ke Mac OS X) AppleWebKit'g05.1.15 (KHTML, ke Gecka) 192.168.1.166
Viersion'15.6.3 Mobile!1 5E148 Safari604.1

4 15:37:18 Mazila/5.0 (Linux; Androld 10; K) AppleWebKRiS3T. 36 (KHTML, like Gecko) Chrome'137.0.0.0 Mobile 1892.168.1.158 - realme-Clls
Salaris3r 36

5 18377 Microsof-CrypleaPl10.0 1821681104

6 15:36:53 Microsoft NCSI 182,166,1.102

T 1536:01  Mozilla/5.0 (Windows NT 10.0; WinG4; x64) AppleWebKiv537,36 (KHTML, like Gecko) Chvome/113.0.00  182,168.1.166
Safarli5ar 36

] 18347 Mozllla5.0 (Windows NT 10.0; Wing; 064} Apple\WebiitE37.36 (KHTML, ke Gecko) Chrome/137.0.00 1821681101
Sofari537.36 Edgl137.0.0.0

NBNUMIAVLUANETaNALIT (Software Inventory)
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2. n'li'al,m'wu,azmsms'mauﬂmumﬂﬂn@maga (Detection) sznauaiy

a 1% a a LY o da & o & = L Ao o
2.1 &lﬂ’n&la’]&I’liﬂ@Ii’Jﬁ]ﬁ]UWﬂ@lﬂﬁ&lﬂ”ﬁIﬁ]&l@ﬁ:UU VL@]LLﬂ n17 Brute Force i‘lﬂﬁNﬂuY]Lﬂﬂ‘ﬂuuu@l’Jqﬂﬂim LWRSLAIDILNVILUNETD fy,

= Qs L= s a § a 3 ] o 0/ " v L
2.2 YANURINIINGAIIIU NQLL’J{/ VlasaﬂauwaL@laﬁfﬁmwuumzumﬂ%amﬂ ﬁ']ﬂJ'ﬁﬂYl']ﬂ'ﬁ@li’J'ﬂﬁ]‘UvL@ﬂﬂUiu@aﬂﬂ’]ﬁﬂﬂ’]iﬂﬁ

e A

maWﬁmemaagﬂﬂhﬂ (Client)

= a a P~ a & I3
2.3 AANURINNIINAIIINHANIIN Ransomware Ylﬂ’lﬁ]ﬁ]:&liﬂﬂ’]mﬂ@]‘lluluadﬂﬂi

Notice on current cu e

Top 10 Notice in this day.

I LongConnection-found
I 55 rrvalicl_Server_Cort
Scan Addnens_Scan

Naotice List

how 10 v emines Search:

Ho 4 Message Count

1 LongConnection found 268
3 SSL-tevaba_Server_Cert *
3 Sean Addiess_Scan 1

i NP IR DataExie i

iwmuwamimmﬁ‘u"l,w&muaqaﬁl,ﬁmﬁ”u Ransomware

2.4 §ANUENITAATIIIUTENAU T 52LANEWIINITEENT (Tor/Proxy) Lﬁa’L"ﬁmuLﬁlmmimaaﬁm‘fagamﬂ‘lm:umﬁmhfJ
faNAILABT

2.5 fiszuuininsasipgnalauas (Threat Intelligence) izuuﬁﬁi”@msmmauﬁagammmdﬂhﬂﬂﬂmmaauﬁ'ﬂqﬂmuLLmJ
Outside-In i e Blacklist IP/Domain Waz 1 Hash ﬁﬁmﬂﬁmﬁﬁﬁgﬁ:uumﬂluadﬁni wasin3asnaNRILmasassnIfade s

C&C (Command and Control) 3nnn1guan

Top Website Log Traffic
Damain Session Count
app smartway co th 14,000
&l mackereho. com 4235
Atwnload windmwsipdals com 2366
ps1. o5 ned 006 1579
settings-win data micrasol com 1276 i
api mackerehe com
e .
110.164 14 145 853 l
Ielometry skestic co a0 0 apposmartway.coth B apl.mackerslio.com downiaad windows updare.com
; B palasner:006 B settings-windata microscficom I obs.line-apps com
2rts cdn offce.nat 95 10,164.14.185 B telemetryslastices I Fe2esscdnolfice.net
ls-dront line-apps com =] SUESTLC

NoNUHANSITNUdUasiansluaidns
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3. N13IAITAUAZATIFOUTDYAAAL52LAN Protocol

3.1 RINNTNFINNNTATIZRLALATIAIRBY Protocol ﬁl“ﬁﬁu Web Application, DNS, DHCP, Active Directory, Mail, VolP, File share
3.2 IWNINIATIEAURLATIIFOU Protocol AR Authentication 8l NTLM, Radius, Kerberos

3.3 IWINIATAURLATIIROUMIFOF138N IR Remote Access 8 lairi RDP was VNC

3.4 FIWNINIATIZHURATIIFOU Protocol LRy VPN suldur SSH, OpenVPN uas WireGuard

3.5 WNINIATHURTATIIFOU Protocol tiganunsusilnaluassns suldun SMB, FTP, Webdev

3.6 F1U1I0ILATIZH Protocol NIz OT (Operation Technology) aulaun Modbus, DNP3, BACNET, S7comm, COTP Lud

Live Network Log

ts uid id.orig_h Id.orig_p id.resp_h idresp_p proto service duration orig_bytes resp_bytes conn_state local_orig
2025-06-29 18:15:56 CETUbM3vGZ1JCMGOn2 192.168.1.205 6654 35.223.142.206 8090 tep 0.463807 0O 0 SF T
2025-06-29 18:15:556 CdANORp2PwBNPSQTx0l 192.168.1.206 47774 198.128.151.20 8096 tcp hitp 0781118 111 333 SF T
2025-06-28 18:15:51  CvQhIS3IZaHnBqypEG 192.168.1.12 62988 192.168.1.1 3344 tcp - 0.000036 O 0 REJ T
2025-06-29 18:15:46  C3gTOKBWECM140v04 192.168.1.12 60296 18.1724.54 443 tep - 0010350 0O i} SF T
2025-06-29 18:15:42 CD2kn34qGkOGQalvyl 192.168.1.51 52578 182.168.1.251 443 tep ssl 0191667 2878 408 SF T
2025-06-29 18:15:42  CAUQWM1ISEZLS2McDI  192.168.1.51 52577 192.168.1.251 443 tep ssl 0.182616 2878 408 SF T
2025-06-20 18:15:41 CdZUBs1C9eSmagFb5vs 192.168.1.51 52575 192.168.1.254 443 tep ssl 0117185 2066 234 SF T
2025-06-29 18:15:31  CHdIxtPTskMb1GmRT 192.168.1.73 50818 54.92.89.142 443 tep ssl 7.382614 5349 4939 SF T
2025-06-29 18:15:31  CdcleM2gz5YrvGDyea 192.168.1.73 36583 192.168.1.1 53 udp  dns 0000572 94 168 5F T
2025-06-29 18:15:31  CPaZCt3cHL1KBLTOab 192.168.1.73 58780 192.168.1.1 53 udp  dns 0.003872 o4 72 SF i
2025-06-29 18:15:25 CKSNxR2gnBTnSki3x 192.168.1.21 52622 192.168.1.1 53 udp  dns 0.005118 78 216 5F T
2025-06-20 18:15:25 CMeVob2BbXgyGZiTz5 192.168.1.147 19686 192.168.1.1 53 udp  dns 0003777 66 98 5F T
2025-06-20 18:15:25 CelhUs3a50SIpl1UT? 192.168.1.147 25669 192.168.1.1 53 udp  dns 0.004053 86 18 SF T

NN mwumﬁmﬁzﬁua:mw aauiaaamuﬂs:m‘n Protocol

4. mavihaaaasanmnsldnudayanialuasdns (Bandwidth Monitoring)

4.1 Protocol and Service Monitoring 38131301 4A1T010 Bandwidth Afeduuuszuuieanslelagusn Protocol TCP,
UDP, ICMP uaz Service a4 Well Know Port Service flinmufislsmmmislinudeyaldainzion uazilaziiiv
gownsablaatnauiuen

4.2 Application Monitoring 318w slfualnaLatu wazdSanmmislidayanmaluasdng

4.3 Social Network Monitoring 51mmmﬂf@mm%aﬂhﬂﬁ'aﬂuaauvlaﬁl,ﬁalﬁg”ﬁaﬂ%mmﬁagaﬁlﬁmﬂluaaﬁni @R Facebook,
Line, YouTube, Google Video, Twitter Laz Pantip ﬁﬂﬁg&fm%msam‘mmmsnmmmmmﬁaﬂm waznIltUSImTaya

6
Moluaiang
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Facebook Usage on current cuuge s

Top 10 Facebook Usage in this day.

21681143
[_REFATANET]

1921681118
2 16E 1113
I 1521681.103
B 121681106

192.168.1,181
B 192.1681.196
W 1921681123
1921681120
Facebook Usage List
Show 10 entres. Search:
o L S Name Device Hame Count
1 192168 1.143 SRYSMEP sranev-MER 81
2 152 168.1.124 - GLTSLecparnd 438
3 192.168.1.118 - Ehone 1
4 152 168.1.113 - Gakwy: Mot 10-L e khomg-w.nia 168

N Facebook Monitoring Yinlwnmuflanslduianansldnudayaiaiatnssiausanlast

4.4 User Monitoring T891ulazinauaun1sldnu Bandwidth naluasdng lasaziiunsdaltanguaut@da 1 vl
nuisfarltinu uazdn Bandwidth Agega uazimonuld

Bandwidth Usage

s00C Top Days in Bandwidth Usage

T00G Day Traffic
s A A Tuesday, 17 685.24 GB
I R | i 4 Wednesday, 4 661,64 GB

500G ' . ] ' r

4 ! ! Friday, 27 56828 GB
Tuesday, 24 564.12 GB
s Monday, 2 552.30 GB
200G : Friday, & 48028 GB
100G Thursday, 26 47543 GB
- Thursday, 5 432 52 GB
Lhun  Fojum S.pun Tojumo hjun B0 gen 13 Jum 05 Jun 17 Jun V0jun 20, Jun 23 jum 25 Jun 27 Jum 29, jun Sunday, 15 42716 GB
Sunday, 22 41462 GB

MNoulIummsu Bandwidth aeluasdng

5.N1IARWTONAUAZDDNTILIW

5.1 ga1TaLLUIsIANAIIAwA LaaLRanany Protocol Web Access, Files Access, Network Connection, SSL, Mail, Database,
Syslog, VolP, Remote Desktop, Radius e Active Directory 49814150841 Raw Log filAadn ﬂ%tmuﬂﬁ]qﬁu waztaunad la Lal
#auN31 90 T

5.2 MIrumIns uazawsnldiiawlalunsdum 1u AND, OR, NOT wWhanifipadas iialimyswdwllagraddszansnmn
5.3 FNNIADENTIENWINNHAMFTUA LS T1015088N51897% Wazeaentduuuy Line, Bar, Pie, Doughnut, Polar Area Lazaan

a9l CSV, Excel, PDF la
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& v KR v a < v [ .
6. NILNUUNRNINVDARIINIIADNNIILADIUASALDUKRRI (Log Record and Archive)

6.1 mnﬁuﬁuﬁnﬁagaaiﬁaiﬂauﬁama§ w%’auﬁuﬂ'ummgn@"fawam”agaLLa:mﬁ'nmmﬁmJaa@ﬁ'ﬂmﬂmi{f@Lﬁm‘fayaaﬁﬁﬁ
ABNNILADS
6.2 I995UAN Log 91N Active Directory, Router / Firewall/NVPN, Mail Server (Exchange, Lotus Notes), DHCP, DNS, SNMP,
Radius Wi-Fi Controller uazviimsusnuszd iy Log lasutsduninalilasdalud@sesiumanuiuindayaanas
AanRLaaiNNeTaany Protocol fildMugUnIalzesslulisugaamnisn dszian Modermn SCADA System 38331 Protocol
DNP3, Modbus 1{ue

a A a & o )
6.3 innwsunInluns Export Data teldlumsiigaiminangiule

= v =) A

6.4 Mautwindeyaiinsduduanugndasioya Integrity Hashing

U

6.5 mufvtufindayamaniaiuldmufingnansivua lasdoenduas SRAN Module Logger AIH4ana3314 NECTEC

4. €oom.9 — m&o (NECTEC STANDARD NTS 4003.1-2560)

SYSLOG RAW LOGS
show logs archives from 2025-06-24 00:00:00

FILE FILE INTEGRITY SIZE
Q & syslog.00:00:00-00:25:04.log.gz 9694926e384dfb1b04f242badf26120 49 KB
Q & syslog.00:25:12-01:00:00.l0g.92 d605bc59e14e01chb5ectd2d9228b4377 63 KB
Q & syslog.01:00:00-02:00:00.l0g.92 b603a5bb03288995e6d745c0908aeee 124 KB
Q & syslog.02:00:00-03:00:00.l00.92 603f98d2a37afcc035172e354fa7740¢c 142 KB
Q X syslog.03:00:00-04:00:00.l0g.92 46baf5c28e3b3db69cbfe116b1552acd 132 KB
Q & syslog.04:00:00-04:25:05.l0g.g2 f4a1f8db5a55aad980560f4daded2f69 56 KB
Q & syslog.04:25:14-05:00:00.l0g.g2 6676d7c6251a92b4b5d21cf6ab7 9680 T5 KB
Q X syslog.05:00:00-06:00:00.l0g.g2 Ta96c15b25a8326e262536b4f04adcf 130 KB

nwmaLAuLtfindayaan Syslog n13vi File Integrity iNaduduaugndaivaidoya

i Indladasiuszal Data Keeper finsanlduaunuaiufazaulugiui)

< ) 1 o %) 'V
7. Mathutiwinedmsuli IT Audit T%mimmaauﬁ’agauaﬂ%ﬁluwang'm (Log Audit)
7.1 MIAULUWANAT Active Directory Login Success / Login Fail

7.2 MIutufind) SSH Login Success / Login Fail
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SSH LOGS AUDIT - FAIL LOGIN
show daily reports from 2025-06-24

£3 CHOOSE DAILY REPORTS : 2025-06-24 OR MONTHLY REPORTS :| 2025-06 A Export as PDF

(@l Events over fime

0
0000 0100 0200 0300 0400 0500 0600 0700 0300 0900 W00 100 1200 1300 1400 SO0 160D 1700 1300 1000 2000 2000 2200 2300 0000

W evenTs @)

© percentage = Top 10

SOURCE IP DESTINATION IP TOTAL
192.168.1.218 192.168.10.254 1
192.168.1.124 192.168.1.73 1

1124 =5 192.160.0.72 182.168.1.218 =5 1921681

oA da X
F183UNTT Login NAWRIANLNAT

. ) \ 4 s ,
7.3 Files Audit fianusansnlumiamasaunisui llWarku Protocol maussng dasnunsaviliiismaurlylng (Modify)
#w3aun lu%a (Rename) M3idalna (Open Files) wazm3aulWa (Delete Files) laglaidasnimanauwisaniasy
7.4 Login Audit fiannusannlun1sasageuns Login 191gszuud1dins Login fa Login §n wazaaniua1unans Login

va9glTrle

8. M3tz ianardsuifinanauissuaznansznuaiwlnuas (Vulnerability Assessment)

8.1 mmmﬁﬁmﬁmﬁ:ﬁ“ﬁagamnmiiammmsgmmin”uqnmuﬁtﬁmfumﬂmznum‘%a“ﬂ'}mauﬁ’;mas‘maaaoﬁm
Iﬂmmosm”umwtﬁmga nang wazenler

8.2 sansneanwan1sliifiuenauioaduuuy Score azuun wasiduinsamslwazunnasszuuidsnduana el

= o v = o [ v ] a ' =
Wuinsa AD9 F YI’]lVi'Y]T]lIﬂ{lﬂ’]WS’J&J"BE]\‘Iﬂﬂﬂﬂﬂﬁul%ﬂﬁﬂﬂi "lﬂazmﬂuma'ﬂ

Risk Score

Average 7434
Score 7434
Total High Risk Events 89
‘Total Medium Risk Events 55
Total Low Risk Events 1
Total Info Events 0
Total Events 145

MARaNTUTLERANLRES (Risk Score)
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8.3 nmIUsziduanuFssuuudaiiieslasldinafia Passive Vulnerability Assessment ULREFINNTAATIAFALQNAN T 2L

ANMNLRLITDURRT be

2 o a &, 2 v A \ . v
8.4 LN@WUS:@]UWJ’I&JL&UOQG FNUTINGIAT Alert LWALLIILADWNIW Line vlaﬂ

AMANIALNNLANVDI SRAN NetApprove

1. 1flugunnl Appliance 71lasUMsUuY3s Firmware iWaTazaslng (Hardened) ilufiSuusanuas wiagunant
a ey o = & Aa X & a i
AaNWILaaIN laaNaIgIn sanInfiuTuTumanial (Logs or Events) Miiadulugunanifidu Appliances uaz Non-
. ) . . ' a e . =) 1 v
Appliances L% Firewall, Network Devices 613 ¢ i:llllllgll@]mi 32UU Appliances 3eUULAIDUNY URZITUUIUTDYA
udu leatnatas 3, 10, 15 guninidaszuy lasaansnuaainsagnslazduuy (Format) Wdanuld
2. flizpunsdhaiadoyaialsiuduanugndasvasdayaniaiuamauanasgu SHA-256
3. RIWNIOLNU Log File luEULL‘.LIU Syslog ﬂnaaqﬂnmi L% Router, Switch, Firewall, VPN, Server 'l¢

4. a’m’linu%miﬁ'@miqﬁnifﬁci’lmnmg’m HTTPS, Command Line Interface LLas SSH 1o

5. mmmﬁmumz‘?w%‘lumndﬁﬁﬁaga Role Based Access Control be

'
v o Ee

6. MANINIALAY Log File lanndas aRmMINENTUY Y hdemInszdafivinuaesiames atuifnadiauld lay
lasusssnnaspiumataivusssnmenulaannsad Log File ﬁ'vl,ﬁmmgmmaaguﬁﬁtﬁﬂmaﬁﬂﬁua:ﬂauﬁamas‘uﬁomﬁ
(WF1D. 4003.1-2560)

7. mmmﬁﬁm‘sﬁﬁadﬁaga (Data Backup) Vlﬂﬂ'aqﬂmrﬁﬁ'mﬁuiagamﬂuaﬂ VT Tape %38 DVD w38 External Storage

1uanle

SRAN HYBRID LOG
» A
ks hb]

5
‘
:
s

———r

EEE R N L TEETEEREY = PRSP [T bosses Blbeassnss illsasssanusnd
Syslog Syslog Syslag Syslag

mwuaainsaenuuuuszuy Hybrid ienan3nsuen Log 970 Syslog let
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Capacity and Performance

SPECIFICATIONS

Normal Log Rate (Event/Second) ***

Feature

1. Automatic Identification Device
- Know Device/Unknown Device

- Approve device/Rogue Detection v v v

- BYOD: Desktop/Mobile

- Inventory: Device

2. Detection

- Attack Detection (Brute Force, Exploit)

- Malware/Virus Detection

- Detect Software v v v

- Bittorrent Detection

- Tor/Proxy Detection

3. Log Analysis: Security Information Event Management

- Threat Analysis v v v

- Risk Analyzer (High, Medium, Low)

4, Bandwidth Monitoring

- Protocol and Bandwidth Usage

- Application Monitoring (Software Bandwidth Usage) v v v

- Social Network Monitoring (Facebook, Line, Youtube, Pantip)

- User Monitoring

5. Deep Search

- Network Forensic Evident Data v v v

- Conditional Search

6. Log Archive

- Raw Full Data v v v

- Export Data

- Integrity Hashing

7. Log Auditor v v v

- Active Directory Login Success/Login Fail, SSH Login Success/Login Fail

8. Report

- Executive Summary

- Compliance Thai Cyber Law Log Correlation Report v v v

- HTTP/SSL Analyzer

Hardware Specification

CPU*** Quad Core Quad Core 12 Core
Memory*** 8GB 32GB 64 GB
Network*** 4 Port (10/100/1000) 4 Port (10/100/1000) 4 Port (10/100/1000)
Storage Capacity*** 1TB 1TB 2x1.92 TB
Log Capacity*** ~800 GB ~800 GB ~1.8TB
Raid Support - - Raid 1/5/10
Default Raid*** - - 1
HDD (Hot Swap) - - Yes
Hot Swap Power Supply - - Yes
Device License

Mirror Mode Unlimited Unlimited Unlimited
Syslog Mode Unlimited Unlimited Unlimited

Recommendation

Dual Mode (Mirror/Syslog) **

~50 Client / 5 Device

~100 Client / 10 Device

~200 Client / 15 Device

~nididaaaiodaiintayainamineniaeeing 2 sUuuy (Miror/Syslog) luumidsanu

S EINNTNTITUMTUTY LLmqﬂﬂsmﬂl@T

Slrece®=2h

uSum Inaveainalulad Suiiinine 30 48/6 TaoudIimus 14 19E0IREI NANT NTINWY 10210

Tn3eiwyl : +66 2 982 5454 I1NIF1T: +66 2 982 4004 BLUR: info@gbtech.co.th
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